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CLAIMS 

What is claimed is: 

(Claims 1-8 are Figs. 13a and 13b:) 

1 . A method of providing a secure data stream between system nodes Us 

and Urf, the method comprising: 

encrypting data at a node Us with an encryption key DSK^f, 
selecting encrypted data ^76^17 ^ and 
regenerating a new encryption key j^80^t a node Us with an 

encryption key^79)and selected encrypted data'^^ 



2. The method of claim 1 wherein the step of selecting encrypted data 
comprises selecting encrypted datan76, 172)Lising a byte from a previous encryption key 
70 as a seed of random generation/ 



3. The method of claim 1 wherein the step of regenerating a new encryption 
key comprises regenerating a new encryption key^M^y performing a logic operation on 
a previous encryption key(l7o}ind selected encrypted data(l72?) 

4. The method of claim 3 wherein the step of regenerating a new encryption 
key by performing a logic operation comprises regenerating a new encryption key ^luby 
perfomning an XOR logic operation on a previous encryption key JT^and selected 
encrypted data ^7^ 
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5. The method of claim 3 wherein the step of regenerating a new encryption 
key by performing a logic operation comprises performing a logic operation on a previous 
encryption key @)and selected encrypted data^^to fonm an expanded key^^^ 

6. The method of claim 5 further comprising the step of selecting bytes ^^78^ 
from an expanded key ^^74)0 generate the new encryption key^SO^ 

7. The method of claim 6 wherein the step of selecting bytes ^^from an 
expanded kej^^T^o generate the new encryption key ^^omprises randomly selecting 
bytes^T^from an expanded key^^^o generate the new encryption key 

8. The method of claim 7 wherein the step of randomly selecting bytesn78/ 



from an expanded key^^to generate tlie new encryption key^Sp/comprises randomly 
selecting bytes from an expanded keyfl74/using a byte from a previous encryption key 
^^as a seed of random generation \76y 

(Claims 9- 13 are Fig. 11:) 

9. The method of claim 1 further comprising the step of encrypting dat^46 
with a new encryption key 

10. The method of claim 9 wherein the step of encrypting dat 
encryption kej|^4^comprises performing a logic operation on the data, 
encryption key^^ 

1 1 . The method of claim 1 0 wherein the step of perfomning a logic operation 
on the dats^^ and new encryption key ^49)somprises performing an XOR operation on 
the dat^^^e^nd new encryption key^^^ 
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12. The method of claim 10 wherein the step of performing a logic operation 
on the data^^^and new encryption key ^f^^omprises forming a cipher |^o) 

13. The method of claim 12 further comprising the step of permuting portions 
of the cipher|^5^1fl^4)o form another cipher 

(Claim 14 is Fig. 8:) 

14. The method of claim 9 further comprising the step of transmitting ^) 
encrypted data over a data stream. 

(Claims 15 - 16 are Fig. 9:) 

1 5. The method of claim 14 further comprising the step of receiving encrypted 
data^l^t a destination node 11^. 

1 6. The method of claim 1 5 further comprising the step of decrypting 
encrypted dat|^l20)at the destination node Ua- 

(Claim 17 is Fig. 12:) 

17. The method of claim 16 wherein the step of decrypting encrypted data 
comprises decrypting with a decryption key^^e) 

(Claim 18 is Figs. 13a and 13b:) 

1 8. The method of claim 1 7 further comprising the step of regenerating a new 
decryption key (Fig. 13) using selected decrypted data^8)and a previous decryption 
key ^6^ 
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19. A system for providing a secure data stream between a source 
programmable apparatus and a destination programmable apparatus, the system 
comprising: 

a source programmable apparatus Us\ 

a data stream created by said source programmable apparatus; 

means for encrypting data^^^of said data stream with an 
encryption key DSK ^Q^and 

means for regenerating a new encryption key^^f^ using selected 
previously encrypted data 

20. The system of claim 19 further comprising: 

a destination programmable apparatus Ud in electrical 
communication with said source programmable apparatus Us\ 

means for transmitting encrypted data said destination 
programmable apparatus; 

means for decrypting said encrypted data jTsS/received at said 
destination programmable apparatus L/^ with a decryption key^66yfeind 

means for regenerating a new decryption kej^^^W^sing selected 



previously decrypted data 
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